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Preface

The Auditing e-Government project was initiated by INTOSAI Standing Committee on IT Audit at its 11th meeting in November 2002. The Committee agreed that e-Government posed new risks and challenges for auditors as well as Governments. The project has been coordinated by the Office of the Auditor General of Norway with the SAIs of the United Kingdom, USA, Canada, India and Sweden as project members.

The main objective of this report has been to follow up on the result of the investigation presented to the Committee in the report Auditing e-Government at the 12th Committee-meeting in Oslo September 2003. At the meeting the Committee supported the recommendations made by the task force to give priority to the three projects that both provided a basis for further work in the area and were not depended on a SAI’s level of maturity in auditing e-Government. The outputs consists of a paper-report, a document on life-cycle risks of e-Government projects and a database on INTOSAI web-site. 
By establishing a database on the Committee’s website for adequate material on e-Government – SAI-reports or others – the task force hope to have finalised its work on projects 1, 3 and 7. For the database to be a success, it will be important for all SAIs to submit their relevant work to populate the database. By doing so, they will provide information for the Committee to take up some of the other suggested projects. The task force will make necessary changes to the report to take account of feedback from SAIs at the 14th Committee meeting.

Office of the Auditor General of Norway, April 2005 
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1.
Introduction

1.1
Executive summary

At its 11th Meeting, held in New Delhi in November 2002, the INTOSAI Standing Committee on IT Audit agreed that e-Government posed new risks and challenges for auditors as well as Governments, and that these should be investigated with a view to issuing guidance and sharing best practice in this area. A task force was set up with participation of the SAIs of United Kingdom, USA, Canada, Sweden, Norway and Russia, with the project coordinated by the SAI of Norway. 

A survey designed to obtain a broader view of SAIs’ differing attitudes and experiences in auditing e-Government was conducted. The result of the survey identified funding and costs; privacy and security; and strategic planning and performance measurement as the three risk areas generally regarded as most important when auditing e-Government. SAIs also identified the need for special audit approaches and methods for selecting audit objectives and criteria; the need for special audit skill and knowledge; unclear audit mandates; and finding relevant matters of potential significance as particular challenges and risks in auditing e-Government. 

The results of the survey were presented in a report to the Committee at its 12th meeting in Oslo in September 2003. That report presented proposals for 10 projects for further work in the e-Government area, in four categories, aimed at meeting the main risks and challenges identified by the SAIs:

· Sharing lessons, information and knowledge on e-Government; 

· Developing audit methods and audit perspectives on e-Government;

· Training and education;

· Joint (concurrent/cooperative) international audits.     

The proposed projects, which differed in their complexity, resource-requirements and duration, covered both financial and performance audit. The Task Force recommended that the Committee gave priority to those projects that did not depend on a SAI’s level of maturity in auditing e-Government, and which would provide a sound basis for more in- depth work at a later stage. 

The Committee supported to the task force’s recommendations to proceed with project 1 “Collecting and distributing e-Government audit reports, project 3 “Collecting and distributing e-Government material in general” and p
roject 7 “Developing best practices in auditing e-Government”.

This report summarises the work undertaken to define and describe the project lifecycle, issues and risk factors relevant to e-government audit. It also sets out details of the reference database on the Committee’s web site to meet the requirements of all three projects, including how to submit information for inclusion in the database.

It also sets out the challenges ahead in taking this programme of work forward. If we are to move ahead, SAIs must populate and make use of the database so that experience can truly be shared and used to develop audit methods.

1.2
Background

As agreed at the Committees 11th meeting in New Delhi 2002, a project was set up to look into the risks and challenges to both auditors and their governments posed by the introduction of e-Government. These risks and challenges were investigated with a view to issuing guidance and sharing best practice.

The first stage of the project was presented in the report Auditing e-Government submitted to the Committee at its 12th meeting in Oslo 2003. The report was based on a   survey among all SAIs to establish trends and developments worldwide, the aim being to identify common issues and problems for further discussion and investigation according to the Task Force mandate: 
In the initial phase, a preliminary project works out a survey on the international development, trends, attitudes and experiences in this area. This work will be coordinated with EUROSAI if possible. Other aspect that needs to be resolved in this project is the project scope (mission and goals), and questions regarding organization, planning and the availability of resources. This preliminary project will be finished in September 2003.

The project was designed to cover areas that were of particular relevance to e-Government, rather than to IT in general. In other words, the focus was on services, management, technical solutions, legal risks, and other auditing risks that relate to the delivery of e-Government services and solutions. 

The report Auditing e-Government included a definition of e-Government, a description of the levels of e-Government service maturity, and an outline of the main challenges and risks they pose as they had been presented for the SAIs in the conducted survey.

Given the broad perspective of a SAI’s work in the public sector, the definition of e-Government was selected to be:

e-Government is the online exchange of government information with, and the delivery of services to, citizens, businesses and other government agencies.
In the report Auditing e-Government the Committee was presented with 10 further projects to take up within 4 main categories corresponding to the main risks and challenges identified by SAIs in the survey; 

· Sharing lessons information and knowledge in the e-Government area 

· Developing audit methods and audit perspectives on e-Government

· Training and education

· Joint (concurrent/cooperative) international audits     

Recommended projects

	Activity
	Proposed project
	Recom-mended priority*
	Resources needed
	Finalised
	
	

	
	Information Sharing
	1. Collect and distribute e-Government audit reports etc
	1
	Low
	2004
	
	

	
	
	2. Collect and distribute SAIs e-Government experiences
	1
	Low
	2005
	
	

	
	
	3. Collect and distribute e-Government material
	1
	Low
	2004
	
	

	Information and knowledge sharing
	Knowledge Sharing
	4. Summarize audit work
	2
	Medium
	2005
	
	

	
	
	5. Analyse e-Government audit methods
	2
	Medium
	2005
	
	

	
	
	6. Summarize e-Government concepts
	1
	Medium

high
	2005
	
	

	Developing audit methods and audit perspectives
	7. Develop best practices in e-Government
	1
	Low/ medium
	2004
	
	

	
	8. Adapt existing audit models to e-Government
	3
	Medium/ high
	2006
	
	

	Training and education
	9. Development of e-Government auditing courses
	3
	High
	To be decided later on
	
	

	Joint International audits
	10. Concurrent or cooperative audits
	1
	Medium/

high
	Running from autumn 2003
	
	


Due to the 10 projects’ different objectives, the Task Force recommended that the Committee first gave priority to those projects that did not depend on an SAI’s level of maturity in auditing e-Government, and that would provide a good basis for some of the other suggested projects that needed exploring in more depth at a later stage. 

At the 12th Committee meeting in Oslo September 2003, the Committee supported to the task force’s recommendations to take up work on three suggested projects:

· project 1 “Collecting and distributing e-Government audit reports”

· project 3 “Collecting and distributing e-Government material in general” 

· p
· roject 7 “Developing best practices in auditing e-Government”
This report, along with the set up of a database on Committee’s website, is the report of all three projects. The report itself will also be input to the database. The first part of the report provides background information on the projects. Part two is assigned to specific risks related to auditing e-Government as they may surface in different levels and through different phases of implementing e-Governmental projects and solutions. Part three of the report gives a description of the database and includes a users-manual. The final part of the report focuses on challenges ahead, maintenance of the database and further projects to take up. In the appendix is presented the collected material as of April 2004 of e-Government reports from SAIs and others.    
1.3
Organisation

At the 12th meeting Norway were assigned the responsibility of coordinating the work and the Committee stated that its members were committed to support Norway by providing relevant information for these projects. The 
Committee further more stated that members were free to coordinate with SAI-Norway and join any of the projects. An invitation to participate was sent all committee-members in January 2004. In addition to the already existing task force members (the SAIs of UK, US, Canada, Sweden and Norway), India joined.  

The Task Force have held three joint meetings; London in February 2004, Moscow in April 2004 and London in November 2004. 

The task force decided to divide the responsibility for the work within the three projects as follows:

· USA undertook responsibility for project 1

· Canada undertook responsibility for project 3

· Norway and India undertook responsibility for project 7

· UK undertook responsibility for setting up a database for the final product  

1.4
About projects 1, 3 and 7

The three recommended projects as described in Auditing e-Government, were within the activity of Sharing lessons information and knowledge in the e-Government area (project 1 and 3) and within Developing audit methods and audit perspectives on e-Government (project 7): 

Project 1: Collect and distribute existing material 

to produce a database on the IT Audit Committee web site. The database should include e-Government audit reports, e-Government analyses made by SAIs, and e-Government related web links. The base for this activity should be for SAIs that indicated that they have such material to contribute it. After the database is created, it should be maintained by SAIs advising the UK NAO (who manage the Committee’s web site) of changes they wish to be implemented.

Project 3: Collect and distribute material concerning e-Government in general 

(existing reports, web links etc) about the concept and realisation of e-Government to provide reference material about the e-Government concept. The base for this could be material already collected by the task force and references from SAIs.
Project 7: Best practice

To produce a report based on SAIs’ reports and other sources, on auditing e-Government, and incorporate the lessons into audit best practice checklists. An example might be to develop a checklist for auditing agencies’ web sites, the use of which could be a starting point for many SAIs entering the e-Government audit area. This activity should be based on collected and analysed material as mention in 3.2 and especially in Project 5. This material should be further elaborated to create more universal checklists.

At its first meeting the Task Force agreed that as the theme of all three was data collection and information sharing the best solution to all three projects was to develop a single database, and produce a single supporting report. On project 7, the task force concluded that rather than produce  “checklists” for auditing e-Government which would include topics to other auditing (particularly it-auditing) it would be preferable to produce a list focusing on specific questions and risks related to e-Government. 

This proposal was approved by the Committee at its 13th meeting in Moscow in April 2004. This report therefore presents a document called “Life-cycle risks in e-Government” and not a “checklist for auditing agencies web-sites”.  

2.
Life-Cycle risks in e-Government

2.1
Introduction

E-Government is said to have the potential to transform the way that government operate. Some countries and agencies have not yet started to transform services into e-services, while others are working with their visions, demands, and capabilities to develop e-Government services. Some countries and agencies have progressed quite far along the road of delivering sophisticated e-services. But the road leading to a seamless e-Government is not an easy one. On the contrary, there are many risks involved, which if they mature will have a detrimental impact on the economy, efficiency, and effectiveness of e-Government investments. In the report on Auditing e-Government, we identified three broad risk areas:

· Risks related to initiating and supporting e-Government investment proposals;

· Risks related to implementing (developing, running, delivering, and maintaining) e-Government services;

· Risks related to the consequences (value for money, effectiveness) of performing e-Government services.

It is crucial for countries and agencies to identify the risks they face in the developing their e-Government services, and to develop appropriate strategies for managing them.   
E-Government systems have different characteristics from internally focused, closed information systems. E-Government solutions are open systems and are exposed to more and different risks than traditional systems. The widespread use of technology provides new challenges to governments, organizations and auditors. Such widespread distribution increases the need to provide security, control, and privacy, and there are already many examples of failure to do so, both in the public and private sectors.

Auditing e-Government is in many ways similar to auditing other areas including IT-systems and projects. Experiences within the task force from conducting audits in e-Government, made it clear that rather than focusing on producing specific checklists which would include methods used in related areas, it was of greater interest to focus on what issues and risks to be specifically aware of when considering development of e-Government services. It should provide guidance so that SAIs can prepare their own checklist to examine those risks specific to the project or program they are auditing and whether they are being appropriately managed.  

2.2
Life-Cycle in e-Government

The life cycle of e-Government projects is a continuous circular chain of activities, activities that can be divides into four phases: Initiation, Planning and implementing, Operations and Monitoring.

2.2.1 Initiation

This is the phase in which the Governments first articulate their intention and vision which ultimately will lead to Service Transformation. If Service Transformation is the ultimate outcome of the Life Cycle Process, Initiation will be the very beginning. It is articulated in a vision statement- a statement of intent of the Government to embark on this journey. It is perhaps the most important phase, as all other subsequent phases will depend largely in the clarity and realism that is incorporated in the first phase. The boundaries of the e-government systems, the services provided, the resources be necessary for planning and implementation, operations and monitoring would be in this phase.

2.2.2 Planning and implementing

Typically, human resources and financial resources are two most important factors that contribute to success. Applications must be deployed to provide the services specified, but also at the right time, so that user take-up is optimized. Change management is another important issue in this phase. Typically, again, several applications can be developed simultaneously and can these can range from the simple to the extremely complex. Getting rid of silos and allowing sharing of information is one of the goals of e-government, and coordination to ensure inter-operability is another concern. This and issues of Technology, user friendliness, availability, scalability, ownership, pricing of services will dominate this phase.
2.2.3 Operations

The operations phase has two objectives. The first is reliable day-to-day operations and the second is the progressive integration of systems to achieve service Transformation.
2.2.4 Monitoring

Monitoring relates to optimization of services. E-government projects take a long time to permeate. Confidence of users to transact business through the impersonal machines does not come easily. It needs strong day-to-day monitoring. Build up of the services, ability to capture and resolve the customer feedback is a prime concern during the monitoring phase.
2.3
The Issues
Within each phase of the life-cycle we have addressed the issues that were identified as the main challenges and risks to e-Government, during the work with the last report “Auditing E-Government. By doing so, we also saw a need to identify different risks depending whether they were related to a state and government level or a department level. The issues and risks are therefore sorted accordingly within the four phases of the life- cycle.

Addressed issues within the four phases sorted on levels

	Life-cycle phase
	Level
	Issues

	Initiation
	State or government


	Vision 

Strategic Objectives

Political Will and Context

Country readiness

	
	Department
	Vision 

Objectives

Strategy

Strategic management

Horizontalization/Cross cutting

Justification

Readiness of the organizations and their users

Customer segmentation/Identifying potential users

Ownership 

	Planning and implementation
	State or government
	Visions and objectives

	
	Department
	Planning

· Funding/ Budget

· Project Development Cycle

· Technological Issues

· Usersystem 

· Requirements

Process Reengineering

Manage changes

Security and privacy

Clustering of services

Interoperability

Take up

	Operations
	State or government
	None

	
	Department
	Service management

Open complex systems

Culture and awareness

Security and privacy

Risk management

Managing data
Ownership

Performance

	Monitoring
	State or government
	Performance measurement

Follow up

	
	Department
	Performance measurement

Auditing

Assurance

Assessment of internal controls


2.4
Selected risks
The selected risks in the table below are based on experience from the Task-Force, and from reports from SAIs. We have identified approximately 170 risks of interest, but the risks may relate to different governmental levels as mentioned above. The risks are not presented in any priority order and the same risk may occur at different levels. As more SAI’s gain more experiences, risk factors will need updating.

The risk-document will also be included in the database. 

2.4.1
Initiation

2.4.1.1 State and government level 

	Issues
	Descriptions
	Risk Factors

	Vision 

Strategic Objectives

Political Will and Context

	E-Government is said to have the potential to transform the way that government operate.

E-Government investments are often proposed by Cabinets and Parliament. Cabinets also give orders or directives to specialist agencies/departments to develop different kind of e-Government support mechanisms, such as standards to be used in the developing of e-Government. 

Successful management requires significant cultural and organizational change, such as strong political leadership stretching across departmental boundaries, complex governance structures, multilevel funding, and communications and relationship skills extending beyond what a ‘’single organisation” project requires. 

Of foremost importance is a vision statement reflecting the determination of the Government to support e-governance. Vision Statement is not a political statement but underlines the political will to see through change and face the challenges including challenges of failures. Such a statement gains credibility when it emanates from the Head of the Government.

The imperatives for implementing major e-Government programmes should focus on clearly defined strategic 

objectives agreed by the major stakeholders. There must be appropriate levels of leadership and ownership (maybe involving an overseeing department and ministerial responsibility). 


	Vision

· Lack of vision, unclearly formulated vision or the formulated vision is not really a vision (e.g. Objective).

· A vision statement can be a political slogan;

· A vision statement can be a sincere statement but not supported by other requisites like commitment of funding, commitment of provision of other resources;

· In a situation of political flux, a vision statement, even by the Head of the Government may not carry conviction.

· A vision statement may not reflect the capability of the Government including bureaucracy’s capacity to manage change.

· Such statement can emanate from external pressures like International funding agencies, or to gain temporary political mileage in the face of a dissatisfied populace.

Strategic Objectives

· Lack of objectives.

· Unclearly formulated objectives.

· Objectives that cannot be measured.

Political Will and Context
· Political will is lacking.

· Even when political will is there, it may not be an informed one and hence the support that is necessary at the right time may not be forthcoming.

· In democracies with quick changes in the government, the political will may not represent a long-term commitment.

· Political risks created by or tied to unclear demands, requirements, e-policies, and strategies from Parliament and Cabinet.

· Absence or inadequacy of a central body playing a strategic role at federal, central or local level bear the risk of uncoordinated planning and introduction of e-government services.

· If design and implementation of systems are left to individual agencies, technologies such as electronic signatures might not be implemented as such a solution might not be profitable for one agency alone, but could be profitable for the public sector as a whole.



	Country readiness 
	A country’s readiness considers issues such as technological infrastructure, educational level, laws and regulations and skills in implementing e-government solutions. 
	· The Governments may go for major -governance system without a proper technical infrastructure.

· The Interfacing Communication Technology (ICT) intrusion among the citizens may be too low.

· Internet accessibility may be too low to make any web based services useful;

· Services may be offered to such section of population which have the least access to or expertise in using computers. (Old age pension, Welfare schemes for the disadvantaged)

· The Human Capital that is required to make the e-governance successful in the long term may be yet to be developed.

· In many countries, one of the most important Technological Issue can be related to Human Capital issue. When such projects are implemented by multi lateral donor agencies, the hardware and software may not be widely used and hence the human capital needed to support the services in the long run- e.g. hardware repair- may not be available thus jeopardizing the survival of the system.

· The laws and regulations of the country do not give the necessary basis for implementing e-Government solutions. Regulations and laws regarding issues such as privacy, security, technical standards, computer crime etc. is necessary.




2.4.1.2 Department level

	Issues
	Descriptions
	Risk Factors

	Vision 

Objectives

Strategy

	Based on Government or the organizations visions and strategic objectives the unit needs to review and identify if, or what kind of e-Government solution it needs.   

A Strategic Plan can be defined, as a base to change the way the organization is functioning. Strategic Plan obviously should reflect wholly the vision statement and aim at achieving the vision and objectives of the organization and the Government.


	Vision

· Unclear or inconsistent visions and policies from the government can make public agencies confused about how to focus and act and makes it hard for the organizations to make their own visions consistent with the visions from the government. 

· Lack of vision in the organization, unclearly formulated vision or the formulated vision is not really a vision (e.g. Objective).

Objectives
· Lack of objectives.

· Unclearly formulated objectives.

· Objectives that cannot be measured.
Strategy

· Lack of funding and commitment from the Government. 

· Lack of understanding of organization needs when developing the strategy.

· The strategy for implementation of e-government solutions is not in line with the government/state strategy or the business strategy.

· Lack of support from users and stakeholders.

· Lack of required skills, experience and capabilities to develop an adequate e-Government strategy.

· Lack of ability and knowledge to include other units in the strategy.

· Lack of risk management as part of the strategic initiative.



	Strategic management
	Studies of government IT projects generally conclude that they are inherently risky, and although the nature of the risks is well understood, under-performing, and abandoned IT projects recur. Projects and programmes to implement e-Government are not only vulnerable to these chronic risks, but to others stemming from their multi-organisational/multi-jurisdictional nature.
	· Lack of competence in the management.

· Lack of information and cooperation in the organization and between the organization and the government/other organizations.

· Lack of a proper framework for strategic management.

· Risks of repeating mistakes: e-Government investment projects risk failure because important experience and knowledge are not collected, analysed, researched, evaluated, audited, etc., and passed on to other interested parties, such as Parliament, Cabinet, agencies and other e-Government project teams. 

	Horizontalization/Cross cutting
	E-government represents a new way of thinking for the organizations. In some cases e-Government developments span multiple departments, multiple tiers of government (in some cases involving private sector providers) and multiple jurisdictions (e.g. customs clearance, immigration and law enforcement). “Joining up” government to provide “seamless e-Government” therefore requires additional structures and business processes to those that apply to single department projects. Programme/project governance arrangements is particularly important in cross cutting projects. 
	· Conflicting interests and objectives among the participating organizations. A possible conflict point here is when the main benefits are not received by the organisation/department that are providing the funding.  

· Differences in culture and regulations make it hard to understand each other and can lead to problems in the cooperation between the different participants. 

· Bureaucracy accustomed to function in a compartmentalized manner may not be able to accommodate the sharing that is required




	Justification
	The e-government solutions should meet the needs of citizens/business. Solutions might also improve the citizen participation rather than being a direct (measurable) benefit to government. There is a need for support for the project both internally and externally. It is necessary to confirm that the project is likely to deliver its objectives.
	· A feasibility study might not have been undertaken before projects are started.

· A risk assessment might not have been conducted before a project is started, and as a consequence major risks might not have been taken into consideration when deciding whether to go ahead with a project.

· The project doesn’t meet the need of citizens/business or the Government.

· Lack of internal or external authority.

· Major risks have not been addressed.

· Scope and requirements specifications are not clear or realistic.

· Stakeholders have not been identified.

· Government initiatives have not been addressed.

· There is not a agreed understanding of the goals and hove the project will deliver these.

· Not considering and studying a wide enough range of options.

· Lack of support – not enough human resources.



	Readiness of the rganisa-tions and their users
	Is the organization ready for the change? Implementing e-government services often means doing things in a different way, changing the organisation, new services and cross-departmental cooperation. It also often implies changes in technology and infrastructure in the organisation. As part of these changes the organization also need to have the necessary skills and resources. 

Another aspect of readiness the organization has to consider is their users capacity and Confidence to use automated systems. 


	· Awareness and knowledge of relevant issues among leaders in the bureaucracy might not be sufficient to enable an effective implementation of e-governance systems. 

· The Governments may go for major -governance system without a proper technical base;

· Lack of appropriate skills and experience to identify and realize the right solutions and to see the possibilities.

· Lack of funding.

· Capacity of the users in the system may be lacking

· Confidence of the users in the system may be lacking.

· Access points for the citizens may be placed at the wrong places; (Farmers’ information kiosks kept in the Shopping Mall).



	Customer segment-ation/Identi-fying potential users
	The main objective of e-governance being delivery of electronic services to the citizens, it is extremely important that the target reach is well identified. The reach can represent a section of population (old age pensioners) or a geographical area ( a town or a province), or users of a particular service (post offices). Often the reach will be a combination of all these factors. 
	· Users may not be clearly identified and even if they are identified, it can be nebulous in the absence of any scientific survey.

· The needs of the users are not identified. 

· Facts and information, which do not strictly relate to the targeted users, may be transposed to the targeted population without any scientific basis. 



	Ownership
	E-Government often implies unconventional solutions and cross governmental involvement. High level ownership of e-government projects, strong support and willingness to push the process forward is in many cases essential.  
	· Lack of ownership and support. There are traditional problems surrounding the management of IT investment projects. These problems will surely occur even for e-Government investments projects. To these traditional problems there will be added new kind of management problems due to the fact that there will often be more independent actors involved in the projects and the need for inter departmental co-operation will increase. Ownership is particularly difficult for cross cutting projects.


2.4.2 Planning and implementation

2.4.2.1 State and government level

	Visions and objectives


	In some cases the planning and implementation of e-government solutions are based on the visions and objectives of the politicians. To realize this wishes they need to be interpreted and actions needs to be taken.
	· Unclear visions or objectives make it hard to make plans for realization.

· If funding exists, but visions are unclear, go back to planning.




2.4.2.1 Department level

	Planning

Issues:

Funding/ Budget;

Project Development Cycle;

Technological Issues;

Usersystem 

Requierments


	The traditional elements of Planning are all applicable to any e-governance projects. They need to be taken care of.

The Plan should not only specify what the organization intends to do but also how and when? It should set out the objectives which are measurable over a period of time which also should form part of the Plan. The resources required to be deployed and their availability must be assured through the Plan. 


	· Planning may not be realistic and a reality check might not have been done.

· Readiness and Political context might not have been taken into account in the planning. As an example : budgeting in governments is often annualized and hence steady flow of funds into projects lasting more than one budget cycle may not be assured. 

· For political or other reasons e-governance systems might be put in production before they are properly tested and authorized for use.

· A clear assessment of the resources required may not be done and even if it is done, availability of resources might not have been ensured.

· The resources required to achieve the targets might have been under assessed.

· Measurable targets might not have been mentioned and the targets- even if mentioned- might be over optimistic or under stated.

· The necessary resource clarifications might not be in place to make consistent plans. 

· Procedures might not be in place to provide resources to support the plan.

· A system for risk management may not have been established as an integral part of managing the project. Major weaknesses may therefore not have been identified.

· If a system for quality management is not established, this might lead to the implementation of ineffective and insecure solutions. 

· A lack of explicit quality criteria can lead to an e-Government solution that doesn’t meet the needs and wishes of the users, and doesn’t comply with legal provisions and other requirements.  

· The short range planning may not be in line with the objectives of the department/Government or in accordance with strategies and the long term planning. 

· The timeline of the plans may not be suitable. 



	Process Reengineering
	e-governance is a new way of doing things and hence Business process re-engineering is one of the most important aspects of e-governance project management.  Many e-governance projects fail due to inadequate Process reengineering. It is imperative for the success of any –governance projects that the reengineering aspects are considered right at the very beginning of the Planning stage.
	· Governments and agencies may jump into a project without giving much thought of process reengineering. Necessary framework for planning of process re-engineering might therefore not be in place. Necessary plans for changes in processes and organization might also not have been drawn.   

· Projects may be undertaken with a translation approach- automating the existing system thereby not exploiting the full potential of the system.

· Sufficient attention might not be given to the often very difficult task of aligning legacy systems to e-governance solutions. There is also a risk relating to the lack of attention given to necessary changes in existing manual procedures. 

· More than one agency may be involved in reengineering but they may not be consulted before drawing up the plan- e.g. Finance Ministry may not be involved in changing procedures relating to payment and receipts. 

· An increase in the sharing of information between agencies and with the public might be implemented without a thorough process of classification and quality control. This might lead to leaking of confidential data, as well as lack of trust as partners might discover low quality in data.

· Analyses of security and information processing do not extend to entire business processes, but merely to some parts of them. 

	Manage changes
	E-governance would invariably involve a dramatically new way of doing things. It can be delivering service to the citizens or compelling the bureaucrats to share more and be more transparent. It would involve sharing information not only across various agencies/ departments in the governments, but also with the citizens. An informed political is necessary to steer through the change and Change Management is a major issue.

E-Government represents a major change for most organizations. Experience shows that few significant change programs succeed fully and many fail disastrously. Establishing the right organizational and cross-organizational drivers for success is therefore a necessity.

A system for managing changes during development and updating needs to be in place. Cross-departmental development and solutions makes it more complex and challenging to manage changes. Several units with different interests can be involved in decision processes.
	· Management of changes may not be addressed at all or addressed perfunctorily; (Let’s get the system off the ground, we will look at other issues later.)

· Resistance from management, staff and unions may not be taken into account and they may not have been consulted at all.

· A plan for training management and staff to reach the necessary level of competence might not be developed or might not be observed.

· The stakeholders may not have sufficient knowledge to understand the issues involved. This can lead to non-acceptance or acceptance based on insufficient evaluations.

· A proper system for change management that includes the different organizations and the users might not be established.

	Security and Privacy
	Privacy is seen as a very important issue and has lead to many new laws and regulations to address concerns over specific rights to control personal information. Privacy provisions range from confidentiality of communications to specific access rights.

The issue of Security and Privacy assumes unprecedented importance, as huge amount of information about citizens would be available centrally. Such information may range from credit card information to properties to incomes and expenditure to health information. Digital data is susceptible to corruption and theft and misuse. 

When planning and implementing e-government solutions, these issues need to be taken into consideration throughout the system development lifecycle.


	· Government and the implementing organizations might not have made any decision about the necessary security levels that should be present in e-government solutions.

· Security awareness among developers, operating staff and users of e-governance systems might not be sufficient to ensure that the presumed security level is actually achieved.

· Security and Privacy may not be addressed from the beginning.

· Security and Privacy issues are not given the necessary priority in e-governance projects;

· Even though the issue is addressed, it may not comply with existing laws and regulations.

· IT application risks results from bugs and errors in IT applications, uncoordinated or undocumented program changes, inadequately designed input, processing and output controls in IT applications or inadequate procedures to ensure software security in connection with the security infrastructure. 

	Clustering of Services
	The long term of goal of e- Government is Service Transformation and clustering of services contribute to that. The operations phase also should see increased integration with other systems and use of portals to provide a range of services, which are provided by more than one system at the back end.
	· Risk of not identifying the potential of clustering services that is the organizations that could or should participate in a solution.

· The risk of not being able to organize the interrelated services of the organizations in an effective and sensible way.  

· There may not be any policy and hence no life cycle for integration of services.

· The inter organizational co-operation that is the prime requisite for clustering of services may be lacking;

· Clustering of services may be introduced without adequate preparation and integration leading to loss of public confidence.



	Interoperability
	The long-term objective of e-governance systems being Service transformation, no system will finally operate as an island. Inter operability is thus a major issue as the systems will have to “talk” to each other, to provide an integrated service to the agencies being served by the systems. Technical standards, design and infrastructure therefore need to be considered as part of e-government solutions.
	· The technology environment can be such that integration with other systems may not be possible or may be difficult, requiring a technological bypass.

· Given the sectorialization of government, if central guidance for how to implement e-governance systems is not given, systems might not be interoperable.

· Particular risks under this heading also concern the high cost of system inter-working (e.g. due to lack of cross-departmental standards for exchanging data); lack of standards for protecting the availability, integrity and confidentiality of public information; lack of a standard approach to user authentication, and for protecting against non-repudiation. 

· There are also risks concerning transactions with individuals and organisations outside management control and the use of external networks, which generally, do not offer assurances over the security of the traffic they carry. 

· The risks also relates to the adequacy of the IT infrastructure for information processing.



	Take up
	Take up is the main success criteria for e-government solutions. Building Public Confidence is a critical aspect of this. Initial hesitations of the citizens are expected, and any lacunae in the service will erode confidence of the public to use the system. Though this is an issue of operations, these needs to be taken care of during the planning and implementation stage to enable proper service management at a later day.

Issues such as usability, trust and usefulness for the users are essential questions that need to be addressed throughout the lifecycle of an e-government solution.

In order not to hinder access to services from the organizations additional channels of Services need to be provided to create options for different types of users. 


	· The planned delivery may be mismatching with the behavioral and economic pattern of the target group. Example: Credit Card / e-Card payment system on the web may fail as the some people do not use credit card or e-card.

· Departments add a public interface to their traditional business functions without first assessing demand, or considering whether a service could be packaged with others to provide a more marketable product.

· Inadequate acceptance measurement surveys bear the risk of inappropriate targeting potential users and misleading efforts to make government more efficient and effective by Internet access in general and access to e-government services in particular.

· Issues like excessive downtime, slow response, perceived lack of privacy, failure of the system to be user friendly may seriously undermine confidence of public in the system.

· Inadequate education of the users may result in unfounded prejudices against the system;

· The system may be good but the points of delivery of services may not be user friendly.

· Lack of additional channels of service may deprive one class of users of using the services. ( e.g. web based services would make internet connection a prerequisite. A combination of web based and WAN- based service would enable users to use kiosks as well.

· Advertising and promoting the service: the public can’t be expected to use a service they are unaware of, or are unaware of the benefits in using it. Incentives may be necessary to encourage people to make the change from conventional access routes.  


2.4.3.Operations

2.4.3.1 Department level

	Service Management
	Service Management is a day-to-day management issue. E-Government and the need to interact with the citizens often mean outsourcing of IT services. Responsibility for operation and Web hosting are often moved out of the Organization. Providing control, and assurance gets more difficult as the number of parties and layers grows.

Legal issues of e-Government include protection of intellectual property; including patent, copyright, and trademark laws, and enforceability of contracts with Internet service providers
	· Human Capital may not be available to run the services.

· If more than one agencies are involved, it would be difficult create a common pool of personnel to manage the service;

· Competencies may not be available within the Government to attend to technical issues and Help desk management, particularly if the system has been developed by consultants or vendors and involvement of in house personnel has not been adequate;

· Procedures for developing proper user and operations manuals might not have been established.

· Agreements and systems for monitoring outsourced systems might not give government agencies sufficient control over performance. 

· Lack of professional-level skills and active, on-going contract management might give the risk of the contractor dominating the purchaser and delivering poor value.

· As a result of poor provision or insufficient normative and legal regulation, companies providing IT to Government may obtain a special position in e-government systems. Consequences may include disturbance of free market competition and decreasing cost-effectiveness.

· Legal risks could among other things include determine contract law and jurisdiction when transactions through the Internet cross national boundaries, and ensuring data privacy (including personal information) in accordance with national laws.

· There is a risk that the service dies through failure to evolve in response to user needs as well as the changes in the economic and social environment (Customer relationship management).

· Running the system on a day to day basis and stabilizing the systems may be of prime concern and can take away the chunk of time. 

· The network may be congested thereby degrading the services;

· There can be  “Black Sheep” of a system which degrades the performance of all other systems;

	Open complex systems
	E-Government systems have different characteristics from internally focused, closed information systems. E-Government solutions as open systems are exposed to more and different risks than traditional systems. The widespread use of technology provides new challenges to governments, organizations and auditors. Such widespread distribution will challenge already inadequate abilities to provide security, control, and privacy. 


	· A proper system for managing changes that includes the different organizations and the users might not be established.

	Culture and awareness
	Implementing e-Government solution is not only a technological problem, but will also address people’s awareness and actions, training, and especially the organization’s culture. 


	· Different cultures in the different organizations and departments involved, might lead to lack of cooperation and understanding.

· e-Government solutions often implies new ways of performing services and working together. If failing to give the necessary training, information and support these changes could lead to ineffectiveness, dissatisfaction among the users, opposition to the changes and lack of involvement among the management and the staff. 

	Security and Privacy
	Rapid development of new technology makes information security a moving target. 

Traditional crimes of theft and fraud are migrating from the paper-based world into the electronic one. Private information (e.g., bank account and credit card details) is often vulnerable online. To safeguard information and maintain the trust of users it is very important to secure systems and data in day-to-day operations.

Privacy is seen as a very important issue and has lead to many new laws and regulations to address concerns over specific rights to control personal information. Privacy provisions range from confidentiality of communications to specific access rights.


	· The organizations involved might not have made any decision about the necessary security levels that should be present when operating the e-government solutions.

· The organizations involved in the operation might not agree on the necessary security level or might have different security policies. 

· Management procedures might not ensure that the security policies are followed. 

· Security awareness among management, operating staff and users of e-governance systems might not be sufficient to ensure that the presumed security level is actually achieved.

· Even though the issue of security and privacy is addressed, it may not comply with existing laws and regulations.

· IT application risks results from bugs and errors in IT applications, uncoordinated or undocumented program changes, inadequately designed input, processing and output controls in IT applications or inadequate procedures to ensure software security in connection with the security infrastructure.

	Risk management
	E-Governance changes the way organizations operate. A continual risk assessment and management process to examine changing vulnerabilities and consequences is therefore necessary.

Risk management includes activities to reduce risks that can affect organizations objectives. Although changes in technology present new risks and require different control techniques, basic control objectives remain essentially unchanged.  To plan an IT risk strategy, the organization must identify risks that are serious, which controls they can rely on, and which require compensating controls. 
	· A system for risk management may not sufficient. Major weaknesses may therefore not have been identified.
· Elements that needs to be included are:

-     Control environment

· Setting goals

· Identifying risks

· Analyzing risks

· Evaluating risks

· Implementing controls

· Information and communication

· Monitoring
· If some of these elements is not in place or not handled properly, this could lead to insufficient risk management. 

	Managing data
	Information is a vital asset for any government and organization. To maintain complete, accurate and valid data is a necessary foundation for e-Government solutions. The widespread distribution and increased sharing of data across organizational borders makes it more important as well as more difficult to maintain an adequate level of data quality. 


	· There is a risk for lack of sufficient procedures for maintaining and securing the information in an organization, and across organizational borders.  

· Particular risks under this heading also concern lack of standards for protecting the availability, integrity and confidentiality of information; lack of a standard approach to user authentication, and for protecting against non-repudiation. 

· Information offered by the service might not be up to date and incorrect.
· There are also risks concerning transactions with individuals and organizations outside management control and the use of external networks, which generally, do not offer assurances over the security of the traffic they carry.


	Ownership
	Ownership of system and data in an e- Government system is of foremost concern. Such systems may involve more than one department and data may also originate from more than one department. Establishment of ownership will help to identify a point of responsibility and accountability.
	· Ownership may not be clearly laid down, resulting in diffusion of responsibility. 

· Ownership may be vague and not contributing to sound management. 

· No clear answer may be available to the question “ Who runs the service?”



	Performance
	E-Government customers expect instant around the clock availability and rapid response. Unfortunately, most e-businesses fail to meet these expectations. Many e-Government sights have suffered significant disruptions since launch, and in some occasions, this has caused long-term reputation damage.
	· Policies, procedures and SLAs (inside the organisation or external providers) don’t ensure adequate response time and availability of services. 

· Insufficient focus on continuity planning might lead to excessive downtime etc.

· The service is not effective do to failure to evolve in response to the user demands.


2.4.4 Monitoring

2.4.4.1 State and government level

	Performance measurement
	To ensure the achievement of the governments visions and objectives, there is a need to measure the performance of the departments.

When implementing e-Government solutions new performance indicators are needed to measure the effectiveness and the efficiency of e-services.  

	· Absence or inadequacy of a central body playing a strategic role at federal, central or local level bear the risk of inadequate monitoring of the implementation and operation of country/state’s e-Government program(s).

· There is a risk that inadequate measurements will make it difficult to judge the effectiveness and the efficiency of the implementation and operation of the e-Government solutions.

· Suitable performance indicators may be lacking.

· Data that is reported from the departments may be inadequate or unreliable. 

· Performance indicators may not be monitored at all or monitored perfunctorily.

	Follow up
	When performance measurement shows that the government objectives will not be reached in accordance with plans and strategy, there could be a need for taking action on a high level to get the process back on track.  
	· Information that is collected from the departments is not used actively to solve problems and to improve performance.

· Absence or inadequacy of a central body with the necessary authority at federal, central or local level bear the risk of not being able to solve cross departmental/organizational problems and conflicts. 

· There is a risk that the central body does not have the authority to ensure that the individual departments follow the visions and goals of the government. 


2.4.4.2 Department level

	Performance measurement
	To ensure the achievement of the organizations objectives, suitable performance indicators are required.

In an e-Government environment, new kind of performance indicators (e.g. cost/benefit analyses) to measure the effectiveness of e-services will probably be needed to judge the effectiveness of the transformed services.

	· In an e-Government environment, new kind of measurements (e.g. cost/benefit analyses) of the effectiveness of e-services will probably be needed. The risk is that inadequate measurements will make it difficult to judge the effectiveness of the transformed services.

· Performance indicators may not be growth oriented and static in nature. 

· Performance indicators may not be monitored at all or monitored perfunctorily.

· Lack of an independent evaluation of the performance indicators made by qualified personnel. 

· Suitable performance indicators may be lacking.

· Data that is collected might not be suitable to assess the quality of internal controls and security of operations.

· Data that is collected might not be used actively to improve performance.

· Data that is collected might not be reported to or understood by management



	Auditing
	For the auditor, knowledge of technology is necessary to understand the risks resulting from changes in technology. They must provide assurance of the availability, capability, functionality, protectability, accountability and auditability of the systems, networks, and infrastructures involved.
	· e-Government can have a significant impact on accounting systems, changing business processes and the evidence available to support business transactions. This in turn will lead to changes in the accounting procedures followed and the accounting records maintained. 

· In e-Government there is a risk that auditor don’t address issues related to availability, capability, functionality, protectability, accountability and auditability of the systems, networks, and infrastructures involved.


	Assurance
	Assurance services measure to what degree a system deviates from industry standards or organizations requirements for reliability. In the areas of e-Government, there are few agreed-upon standards and achieving such a goal becomes a difficult task. Much of the problem is found in the ever-shifting nature of risks and controls. 

External assurance services can increase confidence and trust among the organization, costumers, and third-party providers. To succeed with e-Government solutions maintaining trust is of crucial importance.
	· Lack of procedures for performing independent assurance reviews at regular intervals. 

· Risk that reviews are not based on generally accepted standards or are not in line with the standards that the organization is supposed to use.

· Hard to obtain an external assurance service with the right qualifications. 

· Failing to provide external assurance can lead to lack of trust and lower take up.

	Assessment of internal controls
	Monitoring is essential as part of an internal control system to ensure that controls are effective and are functioning in accordance with their intention and in accordance with the risk that the organization(s) is facing. 

In an e-Government environment, most if not all transaction stages are carried out electronically. Reliance on IT systems and controls is therefore essential, as there is little or no original paper evidence against which to check transactions.
	· There are major risks relating to the internal control systems within and between organisations. Management needs to establish systems for monitoring and evaluating controls and risks. 




3.
Database
3.1
Introduction

At the first meeting in the Task Force in February 2004, it was agreed to incorporate all three projects in a database made available to all SAIs through INTOSAIs web-site. Collecting e-Government materials from SAIs and others in project 1 and 3 showed the need for engaging the contributors of the materials – the SAIs themselves – in submitting their own reports into the database. The work of the Task Force would thus be to set up the database for material retention, devise a template to ensure the database is populated consistently and formulate and agree keywords to provide a search capability. 
It was also decided that the database was to be set up so as to allow 
expansion for future use for other materials and projects in this area. As SAIs submit reports and gain more experiences in auditing e-Government, the database enables us to make use of this material to develop further audit methods and perspectives. 

To make this a useful tool in exchanging scopes, audit criteria and experiences of SAIs and governments in developing e-Government, it is essential that every SAI engage in submitting relevant material.

3.2
The database     

The database is at  

http://www.nao.org.uk/intosai/edp/dbase/menu.asp
This structured is divided into two parts: “administration” and “user”.

The user functionality allows the user to see a full list of the reports on the database.  Filters allow the list to be viewed by SAI or by Category.   

Each report in the database may have only one SAI “sponsor”, only one Category but any number of keywords. The SAI, Category and Keywords are assigned as the report is entered onto the system.  Keywords can also be amended after the reports have been entered onto the system.  

A series of administration pages allow the list of SAIs, Categories and Keywords to be maintained. 
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3.3
Keywords

When submitting a report or document for inclusion in the database the sponsoring SAI must provide a summary of the report by using a fixed set of keywords (106) The keywords are based on the risks in Section 2 above. These keywords facilitate searching the database.

Keywords that apply to the document need to entered at the time the document is submitted to NAO for entry into the database, but they can also be assigned subsequently. 


List of keywords

	Acceptance
	Justification
	Diagnostic
	Service Cluster

	Assessment
	Laws and Regulations
	E-forms
	Service Transformation

	Assurance
	Legacy Systems
	E-Government
	Skills 

	Auditing
	Legal Issues
	E-learning
	Stakeholders

	Awareness
	Legal Risks
	E-mail
	Strategic Management

	Benefits
	Life Cycle
	Equitable
	Strategy

	Capacity
	Manage Changes
	Functionality
	Streamline

	Competencies
	Managing Data
	Gateway
	Success Factors

	Confidential Data
	Measurable Targets
	Government On-Line
	Take Up

	Configuration Management
	Measurement
	Information highway
	Target Reach

	Credit Card
	Monitoring
	Integrated
	Training

	Cross Cutting
	Objectives
	Interactive
	Users

	Culture
	Operations
	Intrusion detection
	Vision

	E-governance
	Ownership
	Links
	Vision Statement

	Electronic Services
	Performance
	On-line
	Web-enabled

	E-Policies
	Planning
	On-line payment
	Wireless

	Experience
	Political Will
	On-line service
	

	Feasibility Study
	Privacy
	On-line text
	

	Follow Up
	Process
	Paths
	

	Framework
	Process Re-engineering
	Personal Digital Assistants
	

	Funding
	Project Development
	Personal information
	

	Horizontal Integration
	Quality Criteria
	Points of access
	

	Human Capital
	Readiness
	Portal
	

	Implementation
	Accessibility
	Resistance
	

	Infrastructure
	Authentication service
	Resources
	

	Initiation
	Citizen-centred
	Risk Assessment
	

	Internal Controls
	Client satisfaction
	Risk Management
	

	Internet Accessibility
	Client-centered
	Roadmap
	

	Interoperability
	Common look and feel
	Secure Channel
	

	
	Consent
	Security
	

	
	Cross-reference
	
	


3.4
Submission template


When submitting a report or document for inclusion in the database, the sponsoring SAI must fill out a template with the required information on:

· which SAI is submitting

· category of paper

· publication date

· contactnumber and e-mail of person submitting document

· address

· publication summary

· file reference

· Keywords


4.
Challenges ahead

4.1
Introduction

At the 13th meeting in Moscow the Task Force were also asked to look at restructuring the remaining 7 projects suggested in the original report, based on its experience with projects 1,3 and 7 and present recommendations to the Committee at the meeting in Bhutan. The Task Force have concluded that there is insufficient information at this stage to take these projects further.  Work on establishing the life-cycle risks and devising the database, shows that whilst there is a wealth of information about e-Government there is relatively little SAIs experience in auditing e-Government, or that information is not available to us. Our database will allow SAIs to submit reports for inclusion in the database and thus enables us to make use of this material to develop further audit methods.  

The Task Force believe that it is important for the success of this and further projects in auditing e-Government, that all SAIs (including those outside the Committee) in the next phase contribute to populate and make use of the database. The Committee should invite and encourage all SAIs to take the effort to submit existing and future reports into the database, and thereby enable other SAIs to have input to their conducting of an audit in this area. 

4.2
Updating the risk-document

As stated in chapter 2, the identified and selected list of risks related to the life-cycle of e-Government, will be in need of updating as more experience is gained. The Committee should  select a member to be responsible for this updating. 

4.3
Maintenance of the database

Setting up the database has been the responsibility of the Task Force, with the SAI of UK handling the technicalsolution and the database administration and maintenance. It is for the Committee to decide where that responsibility should rest in the future as the database will hopefully be expanded to incorporate other projects in the area.

4.4
Further projects 

The Task Force believe that with the exception of project 10 - Concurrent/cooperative audits, it is to early to take up the other projects originally proposed. For project 10, SAIs can carry out audits within the same area and based on the same comparable audit objectives, criteria and methods (survey questions, statistical methods etc) to gain experience. 

Our recommendation is therefore to postpone the remaining projects until more material have been submitted to the database. However, in preparation for those projects, there is a further valuable project in itself to be undertaken – ongoing analysis of reports currently in the database and those added to provide the starting point for projects 2, 4, 5 and 6.  This project requires some upfront work in how to structure the analysis, and then ongoing commitment and work to analyze the database contents and additions to it.

Provided SAIs submit sufficient material, this analysis could start in 2005, which would allow projects 2, 4, 5 and 6 to commence in 2006.

	Activity
	Proposed project
	Recom-mended priority*
	Resources needed
	Originally suggestedfinalised
	Suggesed start of projects

	
	Information Sharing
	1. Collect and distribute e-Government audit reports etc
	1
	Low
	2004
	

	
	
	2. Collect and distribute SAIs e-Government experiences
	1
	Low
	2005
	2006

	
	
	3. Collect and distribute e-Government material
	1
	Low
	2004
	

	Information and knowledge sharing
	Knowledge Sharing
	4. Summarize audit work
	2
	Medium
	2005
	2006

	
	
	5. Analyse e-Government audit methods
	2
	Medium
	2005
	2006

	
	
	6. Summarize e-Government concepts
	1
	Medium

high
	2005
	2006

	Developing audit methods and audit perspectives
	7. Develop best practices in e-Government
	1
	Low/ medium
	2004
	

	
	8. Adapt existing audit models to e-Government
	3
	Medium/ high
	2006
	

	Training and education
	9. Development of e-Government auditing courses
	3
	High
	To be decided later on
	

	Joint International audits
	10. Concurrent or cooperative audits
	1
	Medium/

high
	Running from autumn 2003
	


Document Template:





To be filled out by person submitting document to the NAO.





Name of Publication:�
Transforming Government to Serve Canadians Better�
�
 �
Select SAI:�
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Publication Date:�
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