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DISCLAIMER NOTE

The audit was conducted in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs). The review was confined to Integrated Central Banking
System (ICBS), Indian Rupee and Convertible Currency (INR & CC) System, Authorised
Money Changer (AMC) System in Royal Monetary Authority. The audit was based on
the audit objectives and criteria determined in the audit plan and programme prepared
by the Royal Audit Authority and the findings are based on the information and data
made available by the Royal Monetary Authority.

This is also to certify that the auditors during the audit had neither yielded to pressure,
nor dispensed any favour or resorted to any unethical means that would be considered
as violation of the Royal Audit Authority’s Oath of Good Conduct, Ethics and Secrecy.
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ACCOUNTING
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MANAGEMENT
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HUMAN RESOURCE
MANAGEMENT
MODULE

RESERVE

MANAGEMENT
MODLIIF

—
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_______________|__________________

—H—

P -

i

Function:
Management of — Nu Account, Currency Account, Reconcile Accounts, Foreign currency Revaluation

Report Generated: general ledger of Nu and foreign currency account, ledger for foreign currency

account, Nu trial balance for account denominated in Nu, foreign currency trial balance, financial

statement, income statement, schedule of income statement, balance sheet, schedule of balance
sheet and annual closing

Function: Counterfeit notes, Specimen notes and coins, Currency Claim process, Currency ordering,
Receipt of currency Notes and coins, Transfer of currency form Treasury Vault to working vault,
Process for issue of currency notes and coins to exchange counter, Exchange counter transaction,
Teller balance, Transfer from exchange counter to working vault, Note examination process, Note
destruction, Process of issue of currency notes and coins to currency chests, Currency chest
management

Report Generated: MIS report for Non-issuable notes, Trial balance, Ngultrum Balance Report,
Currency notes destroyed, Physical cash balance, Accounting Reports, Audit Report, Destruction
Reports

Function:
This module manage General Vouchers, Bank Reconciliation, Budget, Loan, Payroll of RMA

Report Generated:
Report on Day book/register and report on Ledger/sub-ledger

Function:
It is used for procurement of fixed assets and stationaries, issue of goods, store of goods and write off
or disnosing off of the goods

Report Generated:
List of assets procured, assets issue detail, assets transfer detail, depreciation and asset dumping

Function:
Records and manage Human resource details such as employee detail, training, claims, performance
evaluation, increment & promotion, attendance, leave, transfer & deputation, separation, disciplinary
and meritorious

Report Generated:
Details of employees individually, department wise, training history, recruitment and separation
detail, leave and claims detail.

Function:
Fixation of exchange rates of Gold rate, Spot rate, holding rate, management of Investment, Maturity
of investment is checked weeklv. Reserve manasement and liauiditv

Report Generated:
Reports on Maturity of investment, return on investment, exchange rate, gold and silver rates, report
on liquidity
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Enter individual’s CID number in the system by counter
when applied for INR
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Check for availability of his/her quota
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If yes, Issue INR If No, reject application

\ 4

Report of INR outflow is viewed by Department of
Foreign Exchange and Reserve Management
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Log-in to RMA website for AMC system

1. Enter Passport details for

foreigners

2. Enter CID for Bhutanese
individuals

3. Enter pan card details for Indian
citizens

Exchange details can be viewed by
Foreign Exchange officials

The foreign currency will be deposited in
banks by the agents on weekly basis
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Transaction Date: 15-Apr-2019
Nm{ 2456454
Contact Noj 1734567910
B

Occupation: Other

1D Card No§ 0000000000

Amount: 10000000 (Do not use commaj 1]

Source: (ther

Destination: Tibet, Lhasa

Save || Cancel

CONVERTIBLE CURRENCY TRANSACTION

Value Date

17May 2019
Transaction Type (Please Select One)
O Inflow

@ Outfiow

Mode of Payment

1M

ClDjPacennrt Numhor

0 000000000

Remitter Country

Butan
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o \\
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| TRANSACTION_DATE NAME PASSN u n | AMOUNT

1| ATS 11410004077 JAUD :26/04/1931 14/04/1903 | FOREX/ATS/2018/14928
2| RETURM FLIGHT 26.05.2017 §11410008452 ) UsD :03/05/1931 : 03/07/1901 | FOREX/ATS/2017/6828

‘ YEAR ‘TP.ANSACTION_DATE NAME Passno Il ISSUE_DATE | ExP_DATE | DEP_DATE[| ATS_AMOUNT | CURRENCY
1 2018 528_!12;'2018 KELYAMG KHENDRUP DORIT | G108020 13/11/2017 111/12/0027 | 04/01/2019 3,000.00 UsD
2| 2018 | 12/04/2018 KJI 1455 02/02/2524 102/2 1022514 2,525.00 | USD
3 2018 IUH K123 12/12/2145 :12/12/2 f02/2521] 333.00 UsD
4| 2m8 13/01/2018 JIGME THONDRUP DORJI G059381 | 18/ /01,2018 3,000.00 | USD
5 2018 :03/01/2018 DIKTSHYA SHARMA g 057031 § 25/ : 08/01/2018 1,00000 : USD
6 2018 : 03/01/2018 LHADOM G035787 {! 05_#'01_»'2y 3,00000 : USD

MNAME PASSNO

Choney Dori GOG5111
11410004077 AUD
Tshering Marmgyal Z010330
11410008452 usD
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TRAN_DATE MONTH CiD OCCupP AMOUT SOURCE DEST OFFICE
06-12-18 12 (11603002424 ) Other 30,000.00 | Savings India, Delhi MA, Thimphu
10-12-18 12 111602002424 | Corporate Employee | 20,000.00 : Savings India, Kolkata RMA, Phuntshaling
22-10-18 10 § 11704000277 JBusiness owner 30,000.00 | Savings India, Sikkirmn RMA, Phuntsholing
08-10-18 10 Civil Servant 30,000.00 : Salary India, Amarnath RMA, Thimphu
28-06-18 6§ 11915000257 | Civil Servant 10,000.00 | Salary India, Siliguri RMA, Phuntshaling
07-06-18 611915000257 J Business owner 5,000.00 ; Savings Nepal, Lumbini RMA, Thimphu
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9040G0037 020G 2 29000.00
92949000%929 < (6000.00
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TRAN_DATE | NAME QCCUP CIo ANMOUT a DEST OFFICE
25-10-18 Other 20244889911 0.00 Yindia, Bodhgaya : RMA, Thimphu
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Appendix | - Details of Standalone Authorized Money Changers without trade license

SI. No Name of AMC

location

Registered at Registered at Registered both

DoT RMA with DoT and

1 Bhutan Money Exchanger  |Thimphu yes yes yes
Shearee Square Money
2 Changer Thimphu no yes
3 K.C Handicraft Paro no yes
4 Druk Money Changer Thimphu no yes
5 H & Q Bhutan Thimphu no yes
6 LhenTshog Handicraft Thimphu no yes
jitssen Authoirized Money
7 Changer Thimphu yes yes yes
8 Bhutan Xchanger Thimphu yes yes yes
9 Tandin Money Changer Thimphu yes no
Sonam Authorized Money
10 Changer Paro Air port |yes no
ST Authorized Money
11 Changer Paro Town yes no
TK authorized Money
12 Chnger Paro Town yes no
Thimphu
13 National Handicraft Eporium |Town yes no
Jigme Thubten Money
14 Exchanger Paro Town yes no
Thimphu
15 Money Change Service Town yes no
16 Tashi Authorized Exchanger |Paro Town yes no




sl. No Name of Agent

license number

Appendix Il - List of Money Exchangers without valid AMC license from RMA

Activities
Hotel license of Wangdue

1 Bhutan Money Exchange 1029615 Phodrang, Tabiting
2 K.C Handicraft 1006096 Inactive License Number
3 Druk Money Chnager R108459 Retail License
4 H and Q Bhutan 1037010 Tours and Travels Agent
5 Lhentsog Handicraft R1007330 Retail License
Jitssen Authorized Money
6 Chnager 1039818 Money Changing Business
7 Bhutan Xchanger 1040840 Money Changing Business
Shaeree Square Authorized
8 Money Chnger nil No license Number




Appendix lll - List of Tourist Hotel with/without AMC license from RMA

AMC License Issued

SI. No Name of Hotel Location by RMA
1|Village Lodge Bumthang no
2|Mountain Resort Bumthang no
3]Aman Kora Bumthang no
4Jakar Village Lodge Bumthang no
5(Valley Lodge Bumthang no
6|Hotel Yu-Gharling Bumthang no
7|Gongkhar Guest House Bumthang no
8|Jakar View Guest House Bumthang no
9|Rinchenling Lodge Bumthang no

10|River Lodge Bumthang no
11|Swiss Guest House Bumthang no
12 (Wangdicholing Lodge Bumthang no
13|Chhume Nature Resort Bumthang yes
14|Hotel Peling Bumthang no
15|Kaila Guest House Bumthang no
16|Hotel Mipham Bumthang no
17|Yoezerling Guest House Bumthang no
18|Ugyenling (BTCL) Bumthang no
19|Dekyil Guest House Bumthang no
20|Ogyen Choling Heritage House Bumthang no
21|Tashi Namgay Grand Chukha no
22|Hotel Ga Me Ga Chukha no
23|Hotel Druk Chukha no
24|Lhaki Hotel Chukha no
25|The Park Hotel Chukha no
26[Hotel Gadhen Namgayling Chukha no
27|Hotel Legphel Chukha no
28|Hotel Alem Chukha no
29|Hotel Palm Chukha no
30|Hotel Amochhu View Chukha no
31{Soenam Zhingkha Haa no
32|Hotel Lhayul Haa no
33|Hotel Risum Haa no
34|Hotel Wangchuk Mongar no
35(Trogon Villa Mongar no
36(Bhutan Spirit Sanctuary Paro yes
37|Le Meriden Riverfront Paro yes
38|Amankora Resort Paro no
39(Hotel Zhiwaling Paro yes
40|Uma Resort Paro yes
41|Heven Resort Paro no
42]Six Senses Paro no
43|Himalayan Keys Forest Resort Paro no
44(Naktsel Resort Paro no
45|Basecamp Paro no
46|Kitchu Resort Paro no




Appendix lll - List of Tourist Hotel with/without AMC license from RMA

AMC License Issued

SI. No Name of Hotel Location by RMA
47(Mandala Resort Paro no
48|Metta Resort Paro no
49(Reven's Nest Paro no
50|Tashi Namgey Resort Paro no
51|Hotel Drukchen Paro no
52|Hotel Gangtey Palace Paro no
53[Hotel Olathang Paro yes
54|Khangkhu Resort Paro no
55(Tenzingling Resort Paro yes
56|Tiger Nest Resort Paro no
57|Udumwara resort Paro no
58(Rema Resort Paro no
59(Paro Village Lodge Paro no
60|Hotel Dewachen Paro no
61|Janka Resort Paro no
62|Namsey Chhoeling Resort Paro no
63|Spirit of Bhutan Resort Paro yes
64|Namjo Heritage Paro no
65|Taktsang Village Resort Paro no
66|{Uma Resort Punakha yes
67|Amankora Punakha no
68|Kuenzangzing Resort Punakha no
69|Six Senses Punakha no
70|RKPO Punakha no
71|Zhingkham Punakha yes
72|Meri Puensum Resort Punakha no
73|Dhensa Resort Punakha yes
74(Damchen Resort Punakha no
75(Drupchu Resort Punakha no
76|Vara Resort Punakha no
77 |Hotel Kingaling and Spa (New) Punakha no
78|Dumra Farm Resort Punakha no
79(Punakha Residency (New) Punakha no
80|Khuru Resort Punakha no
81|Zangto Pelri Hotel Punakha yes
82|The Four Boutique Hotel Punakha no
83|Hotel Sonam Gang Punakha no
84(Dungsam Trashiling Resort Samdrup Jongkhar no
85(Le Meriden Thimphu yes
86(Amankora Thimphu Thimphu no
87|Taj Tashi Thimphu yes
88(Six Senses Thimphu no
89|Hotel Ariya Thimphu yes
90(Druk Hotel Thimphu yes
91|Terma linca Thimphu yes
92[Norkhill Boutique Hotel & Spa Thimphu yes




Appendix lll - List of Tourist Hotel with/without AMC license from RMA

AMC License Issued

SI. No Name of Hotel Location by RMA
93|dusitD2 Yarkey Thimphu yes
94|Dorji Element Thimphu no
95|Gyelsa Boutique Thimphu no
96|Hotel Gakyil Thimphu yes
97|Hotel Pedling Thimphu yes
98|Hotel Thimphu Tower Thimphu no
99(Khang Residency Thimphu no

100|Namseling Boutique Hotel Thimphu no
101|Norbuling Thimphu yes
102|Tashi Yoedling Thimphu no
103|Zone Executive Apartment Thimphu no
104|Tara Phendeyling Thimphu yes
105|Kisa Villa Thimphu no
106|Hotel Migmar Thimphu no
107|Hotel Jomolhari Thimphu yes
108|Hotel Namgay Heritage Thimphu no
109|Bhutan Suites Thimphu no
110|Hotel Galingkha Thimphu no
111|Hotel Kisa Thimphu no
112|Hotel Phuntsho Pelri Thimphu no
113|Hotel River View Thimphu yes
114|0sel Thimphu yes
115|Hotel River Side Thimphu no
116|Hotel Bhutan Thimphu no
117|City Hotel Thimphu no
118|Ramada Thimphu yes
119|Hotel White Tara Thimphu no
120|Hotel Yeedzin Thimphu no
121|Hotel Ro Chog Pel Thimphu no
122|(Wangchuk Resort (Taba) Thimphu no
123|Jambeyyang Resort Thimphu yes
124(Peaceful resort Thimphu no
125|Zhiwaling Ascent Thimphu no
126|Amodhara Hotel Thimphu no
127|Kunden Hotel Thimphu yes
128|Hotel Drukyul Thimphu no
129|Kuenphen Rabten Resort Thimphu no
130|Hotel Norpheling Thimphu no
131|Dewa thimphu Thimphu yes
132|Hotel Lhayul Thimphu no
133|Druk Doethjung Lodge Trashigang no
134|Druk Doethjung Hotel Trashigang no
135|Lingkhar Lodge Trashigang no
136|Damphu resort Tsirang no
137|Yangkhil Trongsa no
138|Wangdi Eco Lodge Wangdue no




Appendix lll - List of Tourist Hotel with/without AMC license from RMA

AMC License Issued

SI. No Name of Hotel Location by RMA
139|Punatsangchu Cottage Wangdue no
140|Pema Karpo Wangdue no
141|Hotel YT Wangdue no
142|Dragon Nest Resort Wangdue no
143|Amankora Resort Wangdue no
144|Gangtey Lodge Wangdue no
145|Gakiling Guest House Wangdue no
146|Dewachen Hotel Wangdue no
147|RKPO Wangdue no




Appendix IV - List of individuals issued with more 10,000 INR ATS in the same month

No. of times INR taken .
INR Amount (Taken during the

same month)

during the same Month

month
12008002566 3 September 30,000.00
10906002341 3 July 30,000.00
10714001136 3 April 30,000.00
10705001446 3 August 30,000.00
10811001450 4 September 21,000.00
12006002634 2 August 20,000.00
11915001915 2 April 20,000.00
11911001138 2 April 20,000.00
11910001787 2 March 20,000.00
11910000837 2 September 20,000.00
11812000866 2 March 20,000.00
11805002502 2 March 20,000.00
11705001440 2 March 20,000.00
11608000213 2 May 20,000.00
11607001792 2 March 20,000.00
11513006292 2 March 20,000.00
11513000446 2 March 20,000.00
11512003841 2 March 20,000.00
11510001292 2 September 20,000.00
11509001437 2 April 20,000.00
11508000118 2 May 20,000.00
11506004712 2 March 20,000.00
11401001165 2 March 20,000.00
11106002200 2 March 20,000.00
11101002038 2 March 20,000.00
11007000781 2 March 20,000.00
11006000751 2 September 20,000.00
11005003231 2 April 20,000.00
10903000925 2 August 20,000.00
10811000521 2 April 20,000.00
10811000070 2 April 20,000.00
10807000420 2 March 20,000.00
10805000156 2 June 20,000.00
10801002339 2 April 20,000.00
10712001831 2 March 20,000.00
10708002140 2 March 20,000.00
10607002094 2 March 20,000.00
10607000563 2 March 20,000.00
10502001176 2 March 20,000.00
10502000835 2 March 20,000.00
10211002754 3 September 20,000.00
10203003447 2 March 20,000.00
10203002594 2 March 20,000.00
10203000870 2 March 20,000.00
10102002500 2 May 20,000.00




Appendix IV - List of individuals issued with more 10,000 INR ATS in the same month

No. of times INR taken .
INR Amount (Taken during the

same month)

during the same Month

month
10101002426 2 March 20,000.00
10705003938 2 June 17,000.00
10706001515 3 March 16,900.00
11913001497 2 March 16,000.00
11915000257 2 June 15,000.00
10906000936 2 July 14,500.00
11604000690 3 August 11,400.00
11405000637 2 May 11,100.00
11503001552 3 May 11,000.00
10811001450 3 July 10,500.00




Appendix V - List of Individuals issued with more than 30,000 INR ATS in the
same month
No. of times INR taken INR Amount (Taken during
. Month

during the same month the same month)

11308000917 8 January 160,000.00
485 3 January 90,000.00
12001003680 2 February 60,000.00
11915000385 2 January 60,000.00
11912001625 2 November 60,000.00
11810001699 2 December 60,000.00
11704000277 2 October 60,000.00
11703000513 2 February 60,000.00
11608002053 2 January 60,000.00
11606001043 2 January 60,000.00
11513001452 2 December 60,000.00
11503000123 2 December 60,000.00
11410007060 2 February 60,000.00
11410005882 2 February 60,000.00
11410001417 2 November 60,000.00
11410000844 2 February 60,000.00
11407001541 2 February 60,000.00
11405001157 2 February 60,000.00
11102001267 2 January 60,000.00
10903000623 2 November 60,000.00
10801001494 2 January 60,000.00
10712001139 2 October 60,000.00
10702000507 2 February 60,000.00
10605001816 2 October 60,000.00
10604000107 2 January 60,000.00
10603000320 2 October 60,000.00
10102001577 2 February 60,000.00
11505003155 2 October 55,000.00
11503002713 2 November 55,000.00
10904003095 2 January 54,000.00
11501002198 2 December 51,000.00
11603002424 2 December 50,000.00
11410010748 2 November 50,000.00
10802001900 3 December 50,000.00
10203005156 2 November 49,500.00
11605000207 2 November 45,000.00
11512004281 2 December 45,000.00
10605002938 2 December 45,000.00
10811001450 5 October 41,000.00
12008000975 2 October 40,000.00
11811000595 2 December 40,000.00
11606000708 2 November 40,000.00
11410008897 2 January 40,000.00
11315000779 2 November 40,000.00
11111000251 3 February 40,000.00




Appendix V - List of Individuals issued with more than 30,000 INR ATS in the
same month
No. of times INR taken INR Amount (Taken during
: Month

during the same month the same month)
11206000887 2 January 38,000.00
11906000856 2 October 37,000.00
11315000294 4 November 37,000.00
11906000789 2 December 35,000.00
11513003381 2 February 35,000.00
11503000061 2 January 35,000.00
11109000740 2 January 35,000.00
10702001550 2 December 35,000.00
10703001434 2 November 32,000.00
11510003137 2 November 31,000.00




Transaction

Date

Passport Number

Currency

Am

ount

Appendix VI - Issuance of USD ATS exceeding the USD 3000 quota in one year

Equivalent

Currency
Amount

Remarks

ATS USD 1307 ON

2018|18/08/2018 |{10211002974 |DECHEN WANGMO G033356 usD 1307.00 1307.00|CREDITCARD
2018|08/08/2018 |{10211002974 |DECHEN WANGMO G033356 usb 3000.00 3000.00(ATS
2018|06/01/2018 |10605004460 |JETSHEN PELZIN G083164 usD 3000.00 3000.00(ATS
2018|06/01/2018 |10605004460 |JETSHEN PELZIN G083164 usb 3000.00 3000.00(ATS
TESIN CHOEKI
2018|07/03/2018 {10802000481 |TOBGYAL G 084977 usD 3000.00 3000.00(ATS
TESIN CHOEKI

2018|07/03/2018 |10802000481 |TOBGYAL G 084977 usb 3000.00 3000.00(ATS
2018|04/01/2018 10806002196 |SANGAY WANGCHUK [G094976 usD 3000.00 3000.00(ATS
2018(04/01/2018 [10806002196 |SANGAY WANGCHUK (G094976 usbD 3000.00 3000.00(ATS
2018|04/01/2018 |10806002196 |SANGAY WANGCHUK [G094976 usD 3000.00 3000.00(ATS
2018(04/01/2018 [10806002196 |SANGAY WANGCHUK (G094976 usb 3000.00 3000.00(ATS
2018|04/01/2018 |10806002196 |SANGAY WANGCHUK [G094976 usD 3000.00 3000.00(ATS
2018(04/01/2018 [10806002196 |SANGAY WANGCHUK (G094976 usbD 3000.00 3000.00|ATS
2018|04/01/2018 |10806002196 |SANGAY WANGCHUK [G094976 usD 3000.00 3000.00(ATS
2018|31/01/2018 {11211001701 |Prakriti Rai G051948 usbD 3000.00 3000.00|ATS on Debit Card
2018(31/01/2018 11211001701 |Prakriti Rai G051948 usD 3000.00 3000.00|ATS on Debit Card
2018|31/01/2018 {11211001701 |Prakriti Rai G051948 usbD 3000.00 3000.00|ATS on Debit Card

ATS USD 692 ON HIS
2018(03/09/2018 11312003470 |TSHEWANG NAMGAY |G084183 usD 692.00 692.00|INTT CREDITCARD
2018|01/09/2018 {11312003470 |TSHEWANG NAMGAY (G084183 usbD 2600.00 2600.00(ATS
2018(05/01/2018 11410001570 |CHOKI DOLMA G047174 usD 3000.00 3000.00(ATS
2018|05/01/2018 {11410001570 |CHOKI DOLMA G047174 usb 3000.00 3000.00|ATS

ATS USD 1065 ON HIS
2018(23/07/2018 [11410003171 |CHIMI DORJI NORBU  |G105997 usD 1065.00 1065.00|CREDITCARD
2018(23/07/2018 [11410003171 |CHIMI DORJI NORBU  |G105997 usD 3000.00 3000.00|ATS

USD 635 ATS ON CREDIT
2018(09/04/2018 (11410003171 |Chimi Dorji Norbu G105997 usD 635.00 635.00|CARD
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Passport Number

Currency
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Appendix VI - Issuance of USD ATS exceeding the USD 3000 quota in one year

Equivalent

Currency
Amount

Remarks

ats usd 1300 to visa

2018/20/02/2018 (11410003171 |Chimi Dorji Norbu G105997 usD 1300.00 1300.00|international credit card

USD 3000 ATS ON
2018(03/10/2018 (11410004061 |DENKI LHAMU G031653 usD 3000.00 3000.00{CREDITCARD
2018(26/08/2018 (11410004061 |DENKI LHAMO G031653 usD 2000.00 2000.00|ATS

ATS USD 3000 ON INTT

CREDITCARD FROM INTT
2018|25/12/2018 (11410005063 |PHUNTSHO WANGMO |G041296 usD 3000.00 3000.00|DEBIT CARD

ATS USD 1500 ON INTT
2018/16/06/2018 (11410005063 |PHUNTSHO WANGMO |Z017405 usD 1500.00 1500.00|DEBIT CARD

USD 1500 ATS ON DEBIT
2018|17/04/2018 (11410005063 |PHUNTSHO WANGMO |G041296 usD 1500.00 1500.00|CARD

USD 2305 ATS ON
2018(06/04/2018 (11512003546 |DORJI WANGCHUK G088917 usD 2305.00 2305.00{CREDIT CARD

USD 2305 ATS ON
2018|06/04/2018 (11512003546 |DORJI WANGCHUK G088917 usD 2305.00 2305.00|{CREDIT CARD

USD 2310 FOR ATS ON
2018/29/03/2018 (11513004068 |THINLEY GYELTSHEN |G060789 usD 2310.00 2310.00{CREDIT CARD

USD 2310 FOR ATS ON
2018/29/03/2018 (11513004068 |THINLEY GYELTSHEN |G060789 usD 2310.00 2310.00|CREDIT CARD
2018(19/01/2018 (11513004660 |YESHEY WANGCHUK [G103891 usD 1542.00 1542.00|ATS
2018/19/01/2018 (11513004660 |YESHEY WANGCHUK |G103891 usD 1542.00 1542.00|ATS

ATS USD 1403 ON I NTT
2018|25/08/2018 (11704003901 |RABTEN WANGYAL G048814 usD 1403.00 1403.00|CREDIT CARD
2018(23/08/2018 (11704003901 |RABTEN WANGYAL G048814 usD 2000.00 2000.00(ATS

USD 210 ATSON
2018/03/10/2018 (11806000433 |PRAKASH RASAILY G078404 usD 210.00 210.00|CREDITCARD




Year

Transaction

Date

Passport Number

Currency

Appendix VI - Issuance of USD ATS exceeding the USD 3000 quota in one year

Amount

Equivalent
Currency

EENS

Amount
USD 2790 ATS ON

2018|03/10/2018 |11806000433 |PRAKASH RASAILY G078404 usD 2790.00 2790.00|{CREDITCARD
2018(14/09/2018 (11806000433 |PRAKASH RASAILY G078404 usD 600.00 600.00(ATS

RAMOS WILLIAMOR
2018|18/06/2018 [EC0301415 CUBILLO EC0301415 usD 1450.00 1450.00|ATS

RAMOS WILLIAMOR
2018|18/06/2018 [EC0301415 CUBILLO EC0301415 usD 1450.00 1450.00|ATS

RAMOS WILLIAMOR
2018|18/06/2018 [EC0301415 CUBILLO EC0301415 usD 1450.00 1450.00|ATS
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ROYAL MONETARY AUTHORITY OF BHUTAN

RMA/DIA-08/2019-20/ 20 1L October 16, 2019

The Deputy Auditor General

Department of Performance & Commercial Audit
Royal Audit Authority

Thimphu.

Subject: Response to Information Technology Systems Audit of the RMA

Dear Dasho,

The RMA would like to thank the RAA and the IT system audit team for successful
completion of system audit of the RMA. We have enclosed the responses provided against
the number of each observation of the system audit conducted by the RAA for the period
January- December 2018.

We would also like to request for an exit meeting to resolve the issues in the presence of the
Honb’le Governor before finalization of the report.

We would once again like to thank RAA and the system audit team for their courtesy and
professionalism exhibited during the audit period.

Thanking you,

Yours Sincerely,

(Phéjo Dorjee)
Deputy Governor

Cc:
1. Ms. Sonam Wangmo, Assistance Audit Auditor General, Performance & System
Audit Division, RAA, Thimphu for kind information.

2. Ms. Kinley Zam, Senior Audit Officer, Thematic Audit Division, RAA, Thimphu for
kind information.

POST BOX:154,CHHOPHEL LAM, KAWAJANGSA, THIMPHU BHUTAN
TEL# :( +975-2-323110, 323111, 323112, 321699) FAX :( +975-2-322847)
SWIFT:RMABBTBT
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ROYAL MONETARY AUTHORITY OF BHUTAN

Response to the observation on Information Technology Systems Audit by the RAA for
the Period January-December 2018

3.1.1 INR & CC system does not generate comprehensive INR and CC inflow and
outflow report

The RMA web based system was an initiative taken to capture foreign exchange flows
through the commercial banks on real time basis. The RMA had provided mass training to the
banks staffs on the system and provided adequate time frame for the banks to shift from
manual reporting system to system based reporting. However, it was noted that the
transactions reported in the system were incomplete and was not reported on real time basis.
Further upon inspection of the banks in 2017 it was noted that it entails extra time and
workload for the banks as the system was not integrated to the bank’s core system, which was
not feasible due to banks security reasons.

As such the foreign exchange flows are currently being compiled partially from the system
and remaining from excel reports and will continue until proper solution to capture the
comprehensive foreign exchange flows is put in place.

3.1.2 AMC system is not optimally utilized for regulation.
(i) Low transactions record of Hotels and use of AMC online system.

For minimal cash transaction at the AMC’s, we would like to inform that advance payment
for hotel reservations are remitted directly to TCBs account through banking channel.
Further, with the advancement of payment methods (cards, payment gateway), funds are
directly credited into the hotel’s account with the banks. In the resent years, the RMA has
also set up exchange counter at the entry point in Paro and Phuntsholing to facilitate
exchange services, whereby majority of the foreign currency are exchanged at the point of
entry.

During RMA’s annual inspections it was also noted that few of the AMC’s were not using
AMC online system mainly due to system compatibility with their core system and due to the
high staff turnover or transfer of the staff trained by the RMA without training the successor.
As such the RMA has upgraded the system in 2018 and has been providing training on the
AMCs system at the RMA as well as over the counter during the time of inspection. Further,
the RMA will also be carrying our ad hoc inspection henceforth.

(i1) Responded under section 3.2.3 below
(iii) Renewal of AMC license for inactive business

Prior to 2018, AMC licenses were issued for unlimited validity period. In 2018 the Mol was
amended incorporating the validity of AMC license (one year) and renewal of the license to
be based on the performance/operation of the business. After the amendments, the RMA
notified all the AMC (dated 24 April 2018) license holders to renew their existing license and
those opting to provide the exchange facility was issued license with validity for a year.

Subsequently, we also conducted inspection of the AMCs located at Thimphu, Paro, Punakha
and Phuntsholing from 13 May to 6 June 2019. During the inspection our team reiterated the
requirements as per Mol and also informed that the renewal of license will be based on the
operation of business and fulfilment of the requirement under Mol.

Page | 2
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ROYAL MONETARY AUTHORITY OF BHUTAN

It was internally discussed that the renewal/cancellation of AMC license will be carried based
on the performance/operation of the business for 3 consecutive years and it has only been a
year since the implementation of the amendments.

3.1.3 ICBS does not support some core functions of RMA

ICBS system consists of different integrated modules, such as HR, Inventory, Currency and
Banking, etc. The system has been enhanced over time, based on the change request, which
are mostly related to changes in the accounting policy from GAAP to IFRS. The
implementation is still under the transition stage and is expected to be fully compliant by
2022. Till date, the accounting conversion and the related financial reporting were developed
compliant with IFRS. Given that the accounting conversion is an on-going process, requiring
new requirements and scope to be finalized by the business owners, the existing system will
be further enhanced to support new accounting policy. Therefore we would appreciate if the
observation can be dropped.

3.2 Lapses in regulation of AMC
3.2.1 (i and ii) Discrepancies between RMA and DoT list of AMC

Section 362 of the FSA states that the Authority may regulate financial services other than
banking, insurance or securities business by adopting regulations to establish systems of
licensing and regulation consistent with the sections of this Act applicable to financial
services, including but not limited to cooperatives, lending companies, Foreign Exchange
dealers or money transmitters, and any services which is deemed financial in nature

Further, as per section 14 of the FERR 2018 any person other than authorized bank may
apply for a license from the RMA to carry out money changing business in Bhutan. As such,
the RMA issues AMC license based on the trade license issued by DoT.

With regard to the requirement of trade license, we are currently verifying the validity of the
trade license of all the AMCs registered with RMA.

In the recent AMC inspection, we have also come to notice that AMC license is also being
issued by Department of Small and Cottage Industry (DSCI), and those licensed by DSCI is
not registered with the RMA.. In this regard, we are in discussion with the DSCI to clarify on
the authority for issuance of AMC license. Based on the outcome of the meeting we will
issue notification advising those licensed by DCSI to register with the RMA. We are also
collecting the list of AMC license issued by DCSI and have already registered and licensed
few. We have also issued notification notifying those individuals facilitating exchange
services without AMC license to register with RMA for AMC license on 28th September
20109.

The RMA will resolve the discrepancy with DCSI; therefore, we request that the observation
be dropped.

3.2.1 (iii) Hotels not issued with AMC license by RMA.

AMC license is provided to those individuals opting to provide exchange facility. As such it
is not mandatory for all hotels to have AMC license, only those individuals opting to provide
exchange facility is required to have AMC license issued by the RMA.

The AMC’s are only permitted to buy foreign currency (FC) whereas the banks are permitted
to buy and sell foreign currency. To curb illegal FC exchange, the RMA has upgraded the
AMC system in 2018, whereby the systems are linked and the cash receipt are system
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generated. As such the clients/ tourist selling FC to AMC’s can buyback/reconvert FC from
the banks exchange counter at exit point upon submission of the system generated cash
receipt.

Further, the RMA has also issued notification advising the general public facilitating
exchange services to register with RMA for AMC license. We propose to issue such
notifications on annual basis and when deemed necessary.

3.2.2 Inadequate supervisions of AMCs.

The RMA has been conducting inspection of the AMCs on annual basis whereby they verify
the infrastructure and transactions (reports available). The RMA prior to issuance of license
conduct onsite inspection to verify infrastructure and location requirement. Further, we will
also be initiating ad hoc inspection henceforth.

3.2.3 Comprehensive information on AMC not captured in the AMC System
(Publication of AMCs on the RMA website and AMC system).

We have the updated list of AMC which we continue to update upon renewal of AMCs. We
are in the process of reviewing the AMC application form and will be incorporating
changes with applicant details where necessary. And as recommended we will host the
updated lists on the RMA website and AMC online system for monitoring purpose.
Therefore we would appreciate if the above observation can be dropped.

3.3.1 Improper procedures for user account creation

The users are created based on the office memo, specifying rights and privileges, from the
head of the department and the same memo is archived for future reference. In order to
further streamline the procedures and controls, the department will reinstate template forms,
adhering to the principle of least privilege, by the end of December 2019.

3.3.2 Shortcomings in user account management

Currently, the username is created based on the internal naming convention. In few cases,
there were shortcomings to adopt the same convention. Those usernames, which are not
consistent, will be rectified accordingly.

3.3.3 Weak password management

The passwords are currently masked and stored in unreadable format. In order to further
secure the system, a strong password validation will be enforced to the users hereafter.

3.3.4 Access right not updated with change in role and responsibility

Access rights and permission are created based on the request from the department. In few
cases, such as during internal staff transfer, the rights and permissions have not been updated
accordingly. The department will institute a process wherein any profile change/transfer will
be informed to DIT to make concomitant changes in the system. However, the access rights
have been updated in the online system. Considering the ratification, we request that the
observation be dropped.

3.4.1 Session timeout not set for the system

Session timeout is currently configured at the desktop level, which will automatically log out
the users within a predefined idle time. Based on the recommendation, session timeout will
be developed and calibrated for each system.
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3.4.2 Unlimited unsuccessful logon attempts

The number of unsuccessful logons will be limited to 3 attempts and after that the user will
be disabled. It was initially kept open to provide flexibility to diverse users.

3.4.3 Vulnerabilities in INR & CC and AMC system

DIT is currently exploring on conducting comprehensive vulnerability and penetrating testing
for the systems accessible via RMA website. The findings will be treated accordingly.

3.5.1.1 Invalid Names and contact numbers

The names field will be developed to accept only alphabets and the contact numbers to accept
only numeric digits by December 20109.

3.5.1.2 Invalid CID numbers

The current system design accepts CID less than 11 digits since there are cases wherein we
have to release INR to different card holders, such as special resident permits having
different CID length. Nevertheless, we will incorporate a new field for special permit number
and CID field will be restricted to accept 11 digits.

3.6.1 INR issued more than allowable limit

We will enforce strict validation in the system to check the limit for INR without exception to
the rule. Further, we will train the end users on how to check the limits and input the
requisition. In some cases, the reasons could be attributed to the Internet connectivity issues
wherein the users tend to save same record multiple times by clicking on save button.

3.6.2 USD ATS exceeded the quota

We will enforce strict validation control to check the quota limit. However, in some cases, the
reasons could be attributed to the Internet connectivity issues wherein the users tend to save
same record multiple times by clicking on save button.

3.6.3 INR system accepting amount below the minimum amount

As per Foreign Exchange Operational Guidelines 2018, Annex I, the total ATS per month is
10,000/. There are no provisions where it states that the minimum INR amount to be issued
should be INR 500. Therefore, this observation can be dropped.

3.6.4 INR and CC system contains list of countries where INR is not required

Destination such as Sri Lanka and Tibet are also listed in the system because we consider the
final destinations of the travel. The INR is issued for such destinations if the travel is routed
via India for on route expenses. Considering the above response, we request that the
observation be dropped.

3.7 Improper segregation of incompatible duties of ICBS

ICBS design is based on maker- checker concept, consisting of creator, verifier and
authorizer. While it’s the responsibility of the concerned department to segregate functional
duties, the DIT will make concerted effort to enforce maker-checker principle.

3.8 Lack of adequate surveillance in the systems

Currently, the system logs transaction details, timestamp and user ID. Based on the
recommendation, the logs will be further reviewed to capture end-to-end trails and will
timely monitor the logs.
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3.9 User training not provided

As mentioned above, we will train the end users on how to check the limits and input the
requisition for INR & CC system. Additionally, we will also provide user training for all
other system.

3.10 Lack of Business Continuity Plan

Database backup is performed daily at the primary site and stored at the primary and
Phuentsholing backup site.

3.11 Inadequate system documentation

System documentation pertaining to ICBS, such as the software requirement specification,
design document, minutes and memos are available for reference.

RECOMMENDATIONS
4.1 RMA should ensure that the IT systems developed are used for intended purpose

v" RMA will ensure that AMC system is used by all Authorized Money Changers by end of
December 2019.

v As such the foreign exchange flows are currently being compiled partially from the system
and remaining from excel reports and will continue until proper solution to capture the
comprehensive foreign exchange flows is put in place since this initiative involves external
stakeholders(banks).

v ICBS system caters to all the core business functions, however, the accounting conversion is
an ongoing process, requiring new requirements and scope to be finalized by the business
owners, the existing system will be further enhanced to support new accounting policy.

4.2 RMA should institute robust IT controls in ICBS, INR & CC and AMC systems

v" RMA will institute and enforce robust IT controls in the systems particularly in the areas
recommended by the RAA. All of the recommendations will be implemented by end of
December 20109.

4.3 RMA should institute mechanism to enhance management of Authorized Money
Changers

v" As recommended the RMA will host the updated lists on the website and AMC online system
for monitoring purpose.

v Based on the outcome of the meeting we will issue natification advising those licensed by
DCSI to register with the RMA. We are also collecting the list of AMC license issued by
DCSI and have already registered and licensed few. We have also issued notification
notifying those individuals facilitating exchange services without AMC license to register
with RMA for AMC license on 28th September 2019.

v" RMA are in the process of reviewing the AMC application form and will be incorporating
changes with applicant details where necessary including MOIL.

v" RMA will also be initiating ad hoc inspection henceforth.
4.4 RMA should enforce proper segregation of duties

v" While it’s the responsibility of the concerned department to segregate functional duties, the
RMA will make concerted effort to enforce maker-checker principle.
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